
Interface information
tyntec’s Inter-Carrier Messaging Service (ICMS) MM4 interface is a service that enables you to exchange MMS with 

all operators listed on tyntec’s reach list by using the MM4 protocol. MM4 is based on the Simple Mail Transfer 

Protocol (SMTP), a standard e-mail protocol.

A VPN is established between tyntec and the customer, providing a secure link between the two parties.

The following illustrates an example of the workflow for sending/receiving MMS:

Outbound SMS (SMS-MT)

Send an MMS message from your own system to the 
tyntec platform. The message will be delivered to the 
subscriber through the operator network.

Inbound SMS (SMS-MO)

Receive an MMS message from the subscriber, through 
the tyntec platform connected to the operator network.

ICMS 
Protocol: MM4



MM4 operation Role Answered by the other party with

MM4.Forward.REQ

MM4.Forward.RES

MM4.Delivery_Report.REQ

MM4.Delivery_Report.RES

MM4.Read_Report.REQ

MM4.Read_Report.RES

Send the content of the MMS

Confirm the reception of the MM4.Forward.REQ

Delivery Report from the Recipient MMS User Agent (will be 

delivered only if the X-Mms-Delivery-Report flag is enabled in 

the MM4.Forward.REQ and the MMS User Agent provides the 

Delivery Report)

Confirm the receipt of the MM4.Delivery_Report.REQ (only if 

the X-Mms-Ack-Request flag is enabled)

Read Report from the Recipient MMS User Agent (will be 

delivered only if the X-Mms-Read-Reply flag is enabled in the 

MM4.Forward.REQ and the MMS User Agent provides the 

Delivery Report)

Confirm the receipt of the MM4.Read_Report.REQ (only if the 

X-Mms-Ack-Request flag is enabled)

MM4.Forward.RES (only if the X-Mms-Ack-Request 

flag is enabled)

N/A

MM4.Delivery_Report.RES (only if the X-Mms-Ack-

Request flag is enabled)

N/A

MM4.Read_Report.RES (only if the X-Mms-Ack-

Request flag is enabled)

N/A

Connection steps 

Step 1 – Submitting an MM4.Forward.REQ
After establishing the SMTP connectivity with tyntec via the IP and port, an MM4.Forward.REQ can be sent. The 

following RFC2822 Headers can be submitted:

NOTE: The initiator of the operations could be tyntec or the customer.

RFC2822 Header Description

X-Mms-MMS-Version:

X-Mms-MM1-Message-Type

X-Mms-Transaction-ID

X-Mms-Message-ID

(Recipient address)

Content-Type

From:

X-Mms-Message-Class

Date

X-Mms-Expiry

X-Mms-Delivery-Report

X-Mms-Priority

X-Mms-Sender-Visibility

X-Mms-Read-Reply

Subject:

X-Mms-Ack-Request

X-Mms-Forward-Counter

X-Mms-Previously-Sent-By

Previously-sent-date-and-time

Content

(Mandatory) MMS Version of the originator

(Mandatory) Type of message. Must be MM4: MM4_Forward.REQ

(Mandatory) Identification of the message

(Mandatory) Identification of the MMS

(Mandatory) Address/addresses of the recipient/recipients

(Mandatory) Content type of the MMS 

(Mandatory) Address of the MMS user agent forwarding the message

(Conditional) Class of the MMS

(Mandatory) Date and time of the MMS last forwarding

(Conditional) Time of expiry of the MMS

(Conditional) If enabled, a delivery report will be requested

(Conditional) Priority of the MMS specified by the originator

(Conditional) Request to hide or show the identity of the sender

(Conditional) If enabled, a read report will be requested

(Conditional) Subject of the MMS

(Optional) If enabled, a confirmation is requested

(Conditional) Counter of the forwards done until the moment

(Optional) Address of MMS User Agents that handled the MMS

(Optional) Dates and times when the MMS was previously handled

Body of the message



Step 2 – Acknowledge the submitted message

Step 3 (optional) – Submitting an MM4.Delivery_Report.REQ or MM4.Delivery_Read.REQ

After tyntec receives a correct MM4.Forward.REQ, an MM4.Forward.RES will be submitted immediately to the 

customer if the X-Mms-Ack-Request flag is enabled. The following RFC2822 Headers will be submitted:

If the X-Mms-Delivery-Report flag is enabled in the MM4.Forward.REQ and the destination operator supports the 

Delivery Report, an MM4_Delivery_Report.REQ will be sent after the MMS is delivered to the Recipient MMS User 

Agent. An MM4_Delivery_Report.RES must be replied if requested.

If the X-Mms-Read-Reply flag was enabled in the MM4.Forward.REQ and the destination operator supports the 

Read Report, an MM4_Read_Report.REQ will be sent after the MMS is read by the Recipient MMS User Agent. An 

MM4_Read_Report.RES must be replied if requested.

RFC2822 Header Description

X-Mms-MMS-Version:

X-Mms-MM1-Message-Type

X-Mms-Transaction-ID

X-Mms-Message-ID

X-Mms-Request-Status-Code 

Content-Type

(Mandatory) MMS Version of the originator

(Mandatory) Type of message. Must be MM4: MM4_Forward.REQ

(Mandatory) Identification of the message

(Mandatory) Identification of the MMS

(Mandatory) Address/addresses of the recipient/recipients

(Mandatory) Content type of the MMS 


